Power PUFs: Strengthening SRAM PUFs against Fault
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Physically Unclonable
Functions (PUFs) utilize
manufacturing variability
to generate entropic
identifiers

Can be used to generate
digital hardware
“fingerprints”

Static Random Access

Memory (SRAM) PUFs use
the memory address and

the start-up values as
CRP

Attacker Model

We consider adversaries

that are:

* In physical proximity
of the target device

* |In a non-privileged
position

* Able to inject faults at
a coordinated time

Extracted SRAM PUF and
applied SECDED
Hamming ECC

Simulated bit flipping
prob.

Used CWLite to inject
crowbar faults

Modified ESP32 PCB for
target prep.

Measured HD,.,;,, tO
show low reliability
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Fig 1. Block schematic
of Crowbar Voltage
Glitching on target
devices
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Fig 2. Setup schematic
for testing with CW
connected to DUT with
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Preliminary Results
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Fig 3. Simulation of
bit stability for 16
bytes (128 bits) of
ESP32 SRAM for PUFs
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Fig 4. Visualization of
reference PUF value
generated where green
and red represent bit
states 1 or O,
respectively.

0 1 2 3 a4 5 6 7
Bit Position

Distribution of Normalized Intra-Hamming Distance

50 A

40 -

[¥1]
o
1

Fig 5. Distribution of
HD;, ;. over 100 PUF
iterations.
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Discussion and Future Work

Reliability from 0.963 to
0.531 drop

Future work includes EM,
clock glitching, and laser
fault attacks

Alternate PUF arch. (i.e
latch, flip-flop, FPGA)

Conclusion

SRAM PUFs offer a
lightweight security
solution

Vulnerable to voltage
fault injections, showing
for mitigation strategies,
alternative architectures
and robust error
correction.
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